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A Study on the Construction of a Data Security Governance

Model in Intelligent Auditing

LU Peilin', HUA Guiqi®*, ZHU Yi*
(1. School of Business, University of Chinese Academy of Social Sciences, Beijing 102488, China;

2a. School of Statistics and Data Science. 2b. School of Computer Science, Nanjing Audit University, Nanjing 211815, China)

Abstract: As intelligent audit becomes increasingly integrated into audit practices, data security concerns have gradually come to
the forefront. Current data security governance focuses primarily on protecting data entities, lacking dynamic assessment and con-
tinuous optimization mechanisms for the entire data lifecycle and all its elements. This approach struggles to meet security re-
quirements in intelligent audit scenarios. Therefore, leveraging a data security maturity model, we propose a data security govern-
ance model tailored for intelligent audit. This framework encompasses three dimensions: data security processes, security capabil-
ities, and maturity levels. This model integrates security capability elements including organizational, institutional, technologi-
cal, and personnel aspects across five stages of audit data: collection, preprocessing, analysis, lead verification, and report gen-
eration. It establishes a five-level maturity to guide governance pathways. While the model demonstrates strong structural versatil-
ity, challenges in adaptability persist for complex scenarios such as industry-specific customization, cross-organizational collabo-
ration, and cross-border data auditing. Further development of adaptation mechanisms and evaluation methodologies is required.

Key Words: risk assessment; audit risk; dynamic assessment;data security maturity model; data security; intelligent audit
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