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The Establishment of Security Audit Immune System about Commercial
Bank Information System :from the Perspective of Empirical Estimate

of Information System Security Risks

LIU Guocheng
(School of Accounting, Nanjing Audit University, Nanjing 211815, China)

Abstract:; At present,the information system risk represents a serious threat to financial stability , it would become very impor-
tant as to how to carry on an effective risk assessment and audit management for financial information system. This paper takes
the theory of “audit immunity” as the theoretical guidance,and the “information entropy” as a key technology,and combines
the hierarchical structure of financial risk information system. Then,the paper constructs an entropy model of risk assessment of
financial information system on which the construction strategies of audit immune mechanism for financial information system
are based and explored from the perspectives of “immune surveillance” , “immune homeostasis” and “immune defense”.

Key Words: commercial bank; information system audit; security audit; immune system; security risks; information entro-

py; audit immunity
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